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m

u
d

d
led

?
W

e
p

ick
d

iff
eren

t
freq

u
en

cies
to

ta
lk

o
n

in
o
rd

er
to

p
rev

en
t

th
is,

o
ften

w
ritten

in
M

eg
a
h

ertz
(o

r
M

H
z).

T
h

ese
ca

n
b

e
co

m
p

lica
ted

h
ow

ev
er,

so
w

e
o
ften

ju
st

refer
to

th
em

b
y

a
p
lain

n
am

e
called

a
“ch

an
n
el”.

1
.2

T
h

e
C

a
se

fo
r

V
H

F
/

U
H

F
R

a
d

io

B
en

efi
ts

to
R

a
d

io

O
u
r

org
h
as

ex
p

erim
en

ted
w

ith
a

lot
of

d
iff

eren
t

form
s

of
com

m
u
n
ica-

tion
over

th
e

years.
B

efore
secu

re
tex

tin
g,

w
e

u
sed

a
lot

of
ru

n
n
ers

to
relay

m
essa

g
es

in
p

erso
n
.

W
h
en

S
ig

n
a
l

b
eca

m
e

p
o
p
u
la

r,
w

e
sta

rted
rely

in
g

o
n

it
-

p
erh

a
p

s
to

o
h

eav
ily.

S
o
m

etim
es,

it
is

v
ery

d
iffi

cu
lt

to
k
eep

y
o
u
r

ey
es

o
n

th
e

m
essa

g
es

b
ein

g
relay

ed
ov

er
tex

t,
a
n
d

h
av

in
g

y
o
u

r
h

ea
d

u
p

is
k
ey.

A
u

d
io

d
o
es

th
is

v
ery

w
ell.

T
h

is
ev

en
tu

a
lly

led
u

s
d

ow
n

a
p

a
th

to
fi

n
d

th
e

b
est

p
la

ces
a
n

d
p

la
tfo

rm
s

fo
r

b
o
th

asy
n

ch
ron

ou
s

(largely
tex

t
b

ased
,

n
ot

tim
e

b
ou

n
d

),
an

d
sy

n
ch

ron
ou

s
(la

rgely
a
u
d
io

b
ased

,
tim

e
b

ou
n
d
)

ty
p

es
o
f

com
m

u
n
ica

tion
.

O
f

a
ll

th
e

sy
n

ch
ro

n
o
u

s
co

m
m

u
n

ica
tio

n
p

la
tfo

rm
s

ava
ila

b
le,

w
e

ev
en

tu
a
lly

settled
o
n

V
H

F
(V

ery
H

ig
h

F
req

u
en

cy
)

a
n
d

U
H

F
(U

ltra
H

ig
h

F
req

u
en

cy
)

ra
d

io
fo

r
tw

o
p

rim
a
ry

rea
so

n
s

-
it

is
a

rela
tiv

ely

2



4
S
el
ec
te
d
A
d
va
n
ce
d
T
op

ic
s

in
fo

rm
a
ti

on
to

sh
ar

e
b

et
w

ee
n

th
es

e
m

o
d
es

.
T

h
is

ro
le

is
cr

it
ic

al
.

H
av

in
g

si
gn

al
s

in
te

ll
ig

en
ce

on
si

te
an

d
w

it
h
in

ra
d
io

ra
n
ge

w
or

k
s

ok
,

b
u

t
o
ft

en
ti

m
es

it
is

b
et

te
r

to
h

av
e

th
em

o
ff

si
te

a
n

d
aw

ay
fr

o
m

th
e

a
ct

io
n

,
co

n
n

ec
ti

n
g

w
it

h
p

eo
p

le
th

ro
u

g
h

V
O

IP
.

A
d

d
it

io
n
a
ll

y,
sc

o
u

ts
ca

n
m

ov
e

fa
r

b
ey

on
d

ra
d
io

ra
n
ge

,
re

ly
in

g
on

so
m

e
fo

rm
of

V
O

IP
fo

r
co

m
m

u
n
ic

a
ti

o
n
.

T
h
is

p
o
se

s
a
n

is
su

e:
h
ow

d
o

w
e

eff
ec

ti
v
el

y
co

n
n
ec

t
V

O
IP

a
n
d

ra
d
io

so
lu

ti
on

s?

T
h

e
B

a
o
fe

n
g

fa
m

il
y

o
f

ra
d

io
s

h
av

e
a

fe
a
tu

re
th

a
t

m
a
k
es

th
is

k
in

d
o
f

co
n
n
ec

ti
o
n

ea
sy

.
O

p
ti

o
n

4
o
n

y
o
u
r

ra
d
io

is
a

fe
a
tu

re
ca

ll
ed

V
O

X
(V

o
ic

e
O

p
er

a
te

d
eX

ch
a
n
g
e)

th
a
t

h
a
s

se
n
si

ti
v
it

y
ra

ti
n
g

o
f

1
th

ro
u
g
h

1
0
.

It
w

il
l

b
y
p

a
ss

th
e

P
T

T
a
n

d
a
u

to
m

a
ti

ca
ll

y
b

eg
in

tr
a
n

sm
it

ti
n

g
o
n

ce
it

h
ea

rs
n

o
is

e
w

h
en

o
n

,
w

it
h

1
b

ei
n

g
th

e
m

o
st

se
n

si
ti

v
e

a
n

d
1
0

b
ei

n
g

th
e

le
a
st

se
n

si
ti

v
e.

W
e

ca
n

u
se

th
is

to
a
u

to
m

a
ti

ca
ll

y
li

n
k

u
p

w
it

h
an

y
V

O
IP

d
ev

ic
es

to
al

lo
w

th
em

to
b

ot
h

re
ce

iv
e

an
d

tr
an

sm
it

.

T
h

er
e

is
a

sp
ec

ia
l

ca
b

le
ca

ll
ed

a
n

A
P

R
S

ca
b

le
o
u

t
th

er
e

th
a
t

fi
ts

in
to

b
o
th

a
B

a
o
fe

n
g

a
n

d
y
o
u

r
p

h
o
n

e’
s

a
u

x
ja

ck
(s

ee
th

e
B

T
E

C
H

A
P

R
S
-K

1
C

ab
le

).
If

yo
u

co
n
n
ec

t
th

es
e

tw
o

an
d

co
n
fi
gu

re
yo

u
r

V
O

IP
p

la
tf

o
rm

co
rr

ec
tl

y,
y
o
u

ca
n

en
a
b

le
tw

o
w

ay
co

m
m

u
n

ic
a
ti

o
n

s
ea

si
ly

.
Y

o
u

sh
o
u

ld
n

o
te

th
a
t

th
is

w
il

l
d
ra

in
b

a
tt

er
y

q
u

it
e

q
u

ic
k
ly

th
o
u

g
h

,
an

d
yo

u
sh

ou
ld

co
m

e
w

it
h

b
at

te
ry

b
ac

k
u

p
s

fo
r

b
ot

h
yo

u
r

p
h

on
e

an
d

th
e

ra
d

io
if

th
ey

a
re

tr
a
n

sm
it

ti
n

g
a

lo
t.

W
e

h
av

e
a
ls

o
fo

u
n

d
th

a
t

th
e

p
at

ch
in

g
se

tu
p

w
or

k
s

b
es

t
w

h
en

h
os

te
d

in
a

b
lo

ck
er

ca
r

or
ot

h
er

st
a
b
le

p
la

tf
or

m
.

T
h

e
A

P
R

S
ca

b
le

a
ls

o
h

a
s

u
se

fo
r

d
ig

it
a
l

co
m

m
u

n
ic

a
ti

o
n

m
o
d

es
,

w
h
ic

h
w

e
w

il
l

d
is

cu
ss

in
se

ct
io

n
4.

5
P

ac
ke

t
R

a
d
io

.

It
m

ig
h
t

ta
ke

so
m

e
ex

p
er

im
en

ta
ti

on
to

fi
gu

re
ou

t
th

e
b

es
t

se
tt

in
gs

fo
r

th
is

co
n
n
ec

ti
on

,
b
u
t

it
is

an
in

va
lu

ab
le

to
ol

fo
r

co
n
n
ec

ti
n
g

off
-s

it
e

si
gn

al
s

in
te

ll
ig

en
ce

te
am

s
to

th
e

b
o
ot

s
on

th
e

gr
ou

n
d
.

H
av

in
g

a
sk

il
le

d
si

g
n

a
ls

in
te

ll
ig

en
ce

te
a
m

is
a
n

o
th

er
w

h
o
le

to
p

ic
,

b
u

t
o
n

e
th

a
t

ca
n

m
ak

e
th

e
d
iff

er
en

ce
b

et
w

ee
n

su
cc

es
s

an
d

fa
il
u
re

.
W

it
h

th
is

co
n
n
ec

ti
on

th
ou

gh
,

w
e

h
op

e
ot

h
er

s
ca

n
st

ar
t

to
b
u
il
d

th
es

e
sk

il
ls

th
ro

u
gh

p
ra

ct
ic

e.

5
4

1.
2

T
h
e
C
as
e
fo
r
V
H
F
/
U
H
F
R
ad

io

in
ex

p
en

si
ve

an
d

d
is

tr
ib

u
te

d
m

o
d
el

n
ot

d
ep

en
d
en

t
on

ex
te

rn
al

n
et

w
or

k
in

fr
a
st

ru
ct

u
re

,
a
n
d

it
d

o
es

n
’t

re
q
u

ir
e

y
o
u

to
b

ri
n

g
a

p
h

o
n

e
w

h
en

u
si

n
g

it
.

(T
h

e
d

iff
er

en
ce

b
et

w
ee

n
V

H
F

,
U

H
F

,
a
n

d
o
th

er
ra

d
io

is
n

o
t

p
a
rt

ic
u

la
rl

y
re

le
va

n
t

h
er

e,
b

u
t

a
d

ee
p

er
d

is
cu

ss
io

n
is

av
a
il

a
b

le
in

se
ct

io
n

4
.1

)
S

o
m

e
ra

d
io

se
tu

p
s

a
re

v
er

y
p

ow
er

fu
l

o
n

th
ei

r
ow

n
,

b
u
t

ad
d
it

io
n
al

ly
:

in
fr

as
tr

u
ct

u
re

fo
r

m
or

e
p

ow
er

fu
l

co
m

m
u
n
ic

at
io

n
s

is
av

ai
la

b
le

an
d

ca
n

b
e

co
n
st

ru
ct

ed
ou

rs
el

ve
s.

W
e

d
on

’t
n
ee

d
to

re
ly

on
ou

ts
id

e
fo

rc
es

fo
r

ou
r

co
m

m
u
n
ic

at
io

n
s

n
ee

d
s:

es
p

ec
ia

ll
y

in
th

e
ca

se
of

a
b
la

ck
ou

t
or

n
a
tu

ra
l

d
is

as
te

r.

T
h

er
e

is
a

re
a
so

n
th

a
t

a
lo

t
o
f

o
rg

a
n

iz
a
ti

o
n
s

u
se

ra
d

io
co

m
m

u
n

i-
ca

ti
o
n

s,
a
n

d
b

u
il

d
in

g
th

es
e

sk
il

ls
ca

n
h

el
p

u
s

in
a
ll

k
in

d
s

o
f

w
ay

s
b

ey
o
n

d
o
u

r
im

m
ed

ia
te

a
ct

io
n

s.
F

o
r

ex
a
m

p
le

,
th

e
sp

o
t

re
p

o
rt

(a
ka

S
A

L
U

T
E

,
as

d
et

ai
le

d
in

se
ct

io
n

3.
6)

is
a

ve
ry

im
p

or
ta

n
t

sk
il
l

to
b
u
il
d

fo
r

in
fo

rm
a
ti

o
n

sh
a
ri

n
g
.

T
h

er
e

w
a
s

a
lo

t
o
f

b
a
d

in
fo

rm
a
ti

o
n

g
o
in

g
ar

ou
n
d

at
th

e
b

eg
in

n
in

g
of

th
e

G
eo

rg
e

F
lo

y
d

u
p
ri

si
n
g,

an
d

sp
re

ad
in

g
S
A

L
U

T
E

as
an

ex
p

ec
ta

ti
on

h
el

p
ed

cu
t

d
ow

n
on

a
lo

t
of

b
ad

re
p

or
ti

n
g.

U
lt

im
at

el
y,

ra
d
io

w
or

k
s

b
es

t
w

h
en

it
’s

u
se

d
as

a
q
u
ic

k
in

fo
rm

at
io

n
sh

ar
in

g
p
la

tf
or

m
.

It
is

n
ot

a
si

lv
er

b
u
ll
et

.

D
o

w
n

si
d

es
to

R
a

d
io

L
ik

e
a
n
y

p
la

tf
o
rm

o
r

m
o
d

e
o
f

co
m

m
u

n
ic

a
ti

o
n

,
ra

d
io

is
n

’t
a

p
er

fe
ct

an
sw

er
to

ev
er

y
q
u

es
ti

on
.

T
h

er
e

ar
e

p
la

ce
s

w
h

er
e

it
d

o
es

n
’t

q
u

it
e

fi
t

in
an

d
yo

u
m

ig
h
t

b
e

b
et

te
r

off
w

it
h

so
m

et
h
in

g
el

se
.

F
ir

st
,

co
n

si
d

er
y
o
u

r
co

m
m

u
n

ic
a
ti

o
n

re
q
u

ir
em

en
ts

.
S

h
o
u

ld
it

b
e

sy
n

ch
ro

n
o
u

s
(r

ea
l

ti
m

e,
w

h
ic

h
is

a
st

re
n

g
th

fo
r

ra
d

io
)?

D
o
es

th
er

e
n
ee

d
to

b
e

a
re

co
rd

of
co

m
m

u
n
ic

at
io

n
(n

ot
so

m
et

h
in

g
ra

d
io

ca
n

ea
si

ly
p

ro
v
id

e
w

it
h

o
u

t
a

re
co

rd
er

)?
D

ep
en

d
in

g
o
n

y
o
u

r
a
n

sw
er

s,
a

te
x
t

b
as

ed
so

lu
ti

on
m

ay
b

e
a

b
et

te
r

fi
t.

S
ec

o
n

d
,

co
n

si
d

er
th

e
k
in

d
o
f

b
u
y
-i

n
y
o
u

r
g
ro

u
p

m
ay

n
ee

d
,

a
n

d
if

th
ey

ar
e

re
sp

on
si

b
le

en
ou

gh
to

p
ro

v
id

e
u
p
ke

ep
.

M
ay

b
e

n
ot

ev
er

y
b

o
d
y

n
ee

d
s

a
ra

d
io

,
b
u
t

it
’s

w
or

th
th

in
k
in

g
ab

ou
t

w
h
o

d
o
es

n
ee

d
on

e
ah

ea
d

o
f

ti
m

e.
W

e
h

av
e

fo
u

n
d

th
a
t

in
d
iv

id
u

a
ls

h
av

in
g

th
ei

r
ow

n
p

er
so

n
a
l 3



4.3
M
u
lti

M
o
d
e
C
o
m
m
u
n
ica

tio
n
s
a
n
d
P
atch

in
g

h
av

e
a

ch
a
rg

ed
ra

d
io

rea
d
y

to
g
o

a
n
d

set
to

a
ch

a
n

n
el

o
r

freq
u

en
cy

w
ith

n
o

tran
sm

issio
n
s

o
r

in
terferen

ce,
an

d
o
p

en
th

e
softw

a
re

u
p
.

F
irst,

w
e

n
eed

to
d
ow

n
load

th
e

rad
io’s

im
age

as
it

stan
d
s

in
case

w
e

n
eed

a
b
ack

u
p
.

G
o

to
th

e
“R

ad
io”

m
en

u
u
p

top
,
an

d
select

“D
ow

n
load

F
ro

m
R

a
d
io

”
.

P
ick

y
o
u
r

m
o
d

el
o
f

ra
d
io

a
n
d

fo
llow

th
e

in
stru

ctio
n

s
on

screen
.

T
h
is

step
is

critica
l.

O
n

ce
y
o
u

r
ra

d
io

’s
d

a
ta

is
u

p
lo

a
d

ed
to

th
e

co
m

p
u

ter,
ch

eck
th

e
“
S

ettin
g
s”

ta
b

,
a
n

d
g
o

to
“
‘O

th
er

S
ettin

g
s”

.
L

o
o
k

a
t

th
e

n
u

m
b

er
in

“
F

irm
w

a
re

M
essa

g
e

2
”
,

a
n
d

fi
n

d
th

e
im

a
g
e

fi
le

w
e

h
av

e
w

h
o
se

“F
irm

w
are

M
essag

e
2”

settin
g

m
atch

es
th

a
t

o
f

th
e

rad
io

yo
u

h
av

e.

O
n
ce

you
’ve

fou
n
d

it,
keep

th
at

im
age

u
p

an
d

go
b
ack

to
th

e
“R

ad
io”

m
en

u
u
p

top
,

an
d

select
“U

p
load

to
R

ad
io”.

F
ollow

th
e

in
stru

ction
s

on
screen

.
O

n
ce

it
is

fi
n
ish

ed
,

you
r

rad
io

sh
ou

ld
restart,

p
rogram

m
ed

an
d

read
y

to
go

.

D
esig

n
in

g
th

ese
im

a
g
es

is
im

p
o
rta

n
t

in
fo

rm
a
tio

n
,

b
u

t
b

ey
o
n

d
th

e
sco

p
e

o
f

th
is

d
o
cu

m
en

t.
If

y
o
u

ch
o
o
se

to
m

o
d

ify
y
o
u

r
ra

d
io

im
a
g
e

from
ou

r
p
resets,

k
n
ow

th
at

th
ere

are
lots

of
settin

gs
th

at
can

m
ake

y
o
u

r
ra

d
io

fu
n

ctio
n

stra
n

g
ely

a
n

d
n

o
t

p
lay

w
ell

w
ith

o
th

ers.
It’s

im
p

o
rta

n
t

to
let

o
th

ers
k
n

ow
w

h
a
t

k
in

d
s

o
f

ch
a
n

g
es

y
o
u

’v
e

m
a
d

e
to

you
r

lo
cal

ex
p

ert
to

b
e

su
re

th
in

gs
w

ork
sm

o
oth

ly.

4
.3

M
u

lti
M

o
d

e
C

o
m

m
u

n
ica

tio
n

s
a

n
d

P
a

tch
in

g

A
s

w
e

d
iscu

ssed
in

ch
ap

ter
1,

rad
io

is
n
ot

a
p

erfect
solu

tion
to

all
of

y
o
u

r
co

m
m

u
n

ica
tio

n
n

eed
s.

In
fa

ct,
it

is
a
b

so
lu

tely
critica

l
th

a
t

o
u

r
in

form
ation

com
es

th
rou

gh
m

u
ltip

le
d
iff

eren
t

k
in

d
s

of
com

m
u
n
ication

aven
u
es

in
ord

er
to

m
ax

im
ize

ou
r

effi
cien

cy.
If

you
r

com
m

u
n
ication

s
n
etw

ork
is

w
ell

d
esign

ed
,

th
ese

w
ill

m
esh

sea
m

lessly.

W
h

en
tran

sferrin
g

in
form

ation
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asy
n

ch
ron

ou
s

to
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n
ch

ron
ou

s
k
in

d
s
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com

m
u

n
ication

(or
v
ice
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w

e
h

ave
fou

n
d

th
at

u
sin

g
an

o
p

era
to

r
a
s

p
a
rt

o
f

a
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n
a
ls

in
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en
ce

(sig
in

t)
tea

m
w

o
rk

s
w

ell
-
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m

eo
n
e

w
h
o
se

o
n
ly
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b
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n
scrib

e
a
n
d

rea
d

im
p

o
rta

n
t

b
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o
f
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W

h
y
U
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R
a
d
io
?
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w
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s
b

etter
th

an
grou

p
sh

arin
g,

b
u
t

th
ere

are
a

few
ex

cep
tion

s.
E

very
b

o
d

y
n

eed
s

to
rem

em
b

er
to

b
rin

g
an

d
ch

arge
th

eir
rad

ios,
an

d
to

get
th

e
n
ecessary

p
rogram

m
in

g
d
on

e
a
h
ead

of
tim

e.

R
a
d

io
s

req
u
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a

certa
in
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o
f
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o
n

sib
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m

th
eir

u
sers.

A
ccid

en
tally

p
ressin

g
th

e
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b
u
tton

,
talk

in
g

over
oth

ers,
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sp
read

in
g

in
a
ccu

ra
te

o
r

a
la

rm
ist

in
fo

rm
a
tio

n
ca

n
b

e
a
n

issu
e

w
ith

a
n
y

k
in

d
o
f

sy
n

ch
ro

n
o
u

s
co

m
m

u
n

ica
tio

n
,

b
u

t
ca

n
b

e
p

a
rticu

la
rly

b
a
d

w
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th
e

k
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d
o
f

p
ow

er
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d
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g
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y
o
u

.
O

n
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n

e
p
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n
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n

ta
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a
t

o
n

ce
o
n

a
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a
n

n
el,

a
n

d
th

e
k
in

d
s

o
f
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rm
a
tio

n
w

e
sh

o
u

ld
b

e
sh

a
rin

g
o
n

th
e

ra
d

io
ta

k
es

a
lev

el
o
f

d
iscip

lin
e

fro
m
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u

sers.
T

h
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rea
lly

o
n

ly
d
evelop

s
th

ro
u
g
h

p
ractice.

A
n
y
b

o
d

y
ca

n
tra

n
sm

it
o
r

receiv
e

ra
d

io
sig

n
a
ls.

E
n

cry
p

tio
n

o
n

rad
ios

is
tech

n
ically

p
ossib

le,
b
u
t

often
d
iffi

cu
lt

in
p
ractice

u
n
less

you
h

av
e

v
ery

ex
p

en
siv

e
ra

d
io

s
th

a
t

d
o

th
a
t.

It
is

im
p

o
rta

n
t

to
th

rea
t

m
o
d

el
y
o
u

r
co

m
m

u
n

ica
tio

n
s

a
s

in
sectio

n
1
.3

to
see

if
th

e
tra

d
e

o
ff

s
fo

r
en

cry
p

ted
sy

n
ch

ro
n

o
u

s
co

m
m

u
n

ica
tio

n
s

a
re

rig
h
t

fo
r

y
o
u

.
W

e
h

av
e

fo
u

n
d

th
a
t

w
ith

th
e

k
in

d
o
f

in
fo

rm
a
tio

n
w

e
a
re

sh
a
rin

g
ov

er
rad

io,
en

cry
p
tion

is
a

tax
in

g
step

for
a

m
ass

organ
ization

.
W

h
ile

it
is

often
a

b
ad

id
ea

to
solely

rely
on

secu
rity

th
rou

gh
ob

scu
rity

(h
id

in
g

in
stead

of
u
sin

g
en

cry
p
tion

),
it

can
som

etim
es

b
e

h
elp

fu
l

in
th

e
case

of
sp

ecia
lized

eq
u
ip

m
en

t
like

V
H

F
rad

io
s.

L
ike

cell
p
h
on

es
(w

h
ich

are
tech

n
ically

rad
ios!),

an
y

d
ev

ice
em

ittin
g

rad
io

sign
als

can
b

e
trian

gu
lated

w
h
en

tran
sm

ittin
g.

T
h
is

is
u
n
avoid

-
ab

le,
b
u
t

u
n
lik

e
cell

p
h
o
n
es,

rad
ios

are
n
o
t

con
sta

n
tly

tran
sm

ittin
g.

F
in

ally,
b

e
aw

are
of

lo
cal

regu
lation

s
regard

in
g

th
e

u
se

of
am

ateu
r

ra
d

io
.

T
h

e
sh

o
rt

w
av

e
ra

d
io

(H
F

)
co

m
m

u
n

ity
in

p
a
rticu

la
r

h
a
s

a
rep

u
tation

of
strict

ru
les

follow
in

g.
Y

ou
m

ay
n
ot

w
ish

to
u
p
set

th
em

-
esp

ecially
if

you
are

tran
sm

ittin
g

from
a

station
ary

p
osition

.
F

in
d
in

g
ru

les
b
rea

k
ers

is
a

tra
d
itio

n
ca

lled
fox

h
u
n
tin

g
,

a
n
d

isn
’t

so
m

eth
in

g
y
o
u

w
a
n
t

to
test.

F
o
r

m
o
re

o
n

th
e

sp
ecifi

cs
o
f

h
ow

ra
d

io
s

fu
n

ctio
n
,

see
section

4.1.
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S
el
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te
d
A
d
va
n
ce
d
T
op

ic
s

li
k
el

y
to

b
e

in
te

rr
u

p
te

d
b
y

el
ec

tr
ic

a
l

eq
u

ip
m

en
t,

a
tm

o
sp

h
er

ic
n

o
is

e,
a
n

d
o
th

er
ty

p
es

o
f

in
te

rf
er

en
ce

.
T

h
ey

g
en

er
a
ll

y
a
re

n
’t

g
re

a
t

fo
r

in
d
o
or

s
h
ow

ev
er

.

U
H

F
U

lt
ra

H
ig

h
F

re
q
u
en

cy
(b

et
w

ee
n

30
0

m
eg

ah
er

tz
an

d
30

00
m

eg
a-

h
er

tz
)

ch
an

n
el

s
in

cl
u
d
e

F
R

S
,

G
M

R
S
,

U
H

F
B

u
si

n
es

s
b
an

d
,

an
d

th
e

7
0

cm
b

a
n

d
.

T
h

ey
w

o
rk

m
o
st

ly
o
n

li
n

e
o
f

si
g
h
t,

b
u

t
a
re

b
et

te
r

fo
r

co
n
fi
n
ed

sp
ac

es
.

In
co

n
fi
n
ed

sp
ac

es
su

ch
as

b
u
il
d
in

gs
,

a
h
ig

h
er

fr
eq

u
en

cy
(s

m
a
ll
er

w
av

el
en

g
th

)
si

g
n
a
l

is
m

o
re

li
k
el

y
to

fi
t

in
th

e
co

n
fi
n
ed

sp
a
ce

an
d

n
o
t

in
d
u
ce

d
ea

d
zo

n
es

.

O
n

a
B

a
o
fe

n
g

ra
d

io
,

w
e

ca
n

se
e

w
h

ic
h

b
a
n

d
a

ch
a
n

n
el

is
o
n

b
y

d
is

p
la

y
in

g
th

e
fr

eq
u
en

cy
on

op
ti

on
s

21
fo

r
th

e
A

d
is

p
la

y
or

22
fo

r
th

e
B

d
is

p
la

y.
O

th
er

w
is

e,
it

’s
ge

n
er

al
ly

p
re

tt
y

ea
sy

to
ch

ec
k

th
e

fr
eq

u
en

cy
o
f

n
am

ed
ch

an
n
el

s
b
y

se
ar

ch
in

g
fo

r
th

em
on

li
n
e.

H
op

ef
u
ll
y

th
is

se
ct

io
n

ex
p
la

in
s

so
m

e
of

th
e

st
ra

n
ge

r
as

p
ec

ts
of

ra
d
io

tr
a
n
sm

is
si

on
.
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P
ro

g
ra

m
m

in
g

a
B

a
o

fe
n

g
R

a
d

io

O
n
e

re
a
so

n
w

e
su

g
g
es

t
th

e
B

a
o
fe

n
g

fa
m

il
y

o
f

ra
d
io

s
so

o
ft

en
is

h
ow

fl
ex

ib
le

an
d

p
ro

gr
am

m
ab

le
th

ey
ar

e.
T

o
th

is
eff

ec
t,

w
e

h
av

e
cr

ea
te

d
a

cu
st

o
m

im
a
g
e

fi
le

to
h

el
p

ta
k
e

fu
ll

a
d

va
n
ta

g
e

o
f

it
s

p
ow

er
.

F
la

sh
in

g
an

y
h
ar

d
w

ar
e

is
al

w
ay

s
a

tr
ic

k
y

p
ro

ce
ss

h
ow

ev
er

,
an

d
w

e
n
ee

d
to

b
e

ca
re

fu
l

w
h

en
w

e
d

o
it

.
If

y
o
u

n
ee

d
h
el

p
,

w
e

su
g
g
es

t
ch

ec
k
in

g
o
u

t
h
tt

p
s:

//
w

w
w

.m
ik

lo
r.

co
m

/
or

w
at

ch
in

g
tu

to
ri

al
s

on
yo

u
tu

b
e.

W
e

w
il

l
g
iv

e
a

b
ri

ef
ov

er
v
ie

w
o
f

th
e

p
ro

ce
ss

h
er

e
h
ow

ev
er

.

S
ta

rt
b
y

a
cq

u
ir

in
g

a
p
ro

g
ra

m
m

in
g

ca
b
le

a
n
d

th
e

la
te

st
v
er

si
o
n

o
f

th
e

so
ft

w
a
re

C
H

IR
P

fr
o
m

h
tt

p
:/

/
ch

ir
p

.d
a
n

p
la

n
et

.c
o
m

.
If

y
o
u

g
et

a
ch

ea
p

er
p

ro
g
ra

m
m

in
g

ca
b

le
,

y
o
u

m
ay

h
av

e
to

p
la

y
a
ro

u
n

d
w

it
h

d
ri

ve
r

so
ft

w
ar

e
on

yo
u
r

co
m

p
u
te

r,
so

w
e

re
co

m
m

en
d

ge
tt

in
g

a
ge

n
u
in

e
B

T
E

C
H

P
C

0
3

ca
b

le
.

O
n

ce
y
o
u

h
av

e
th

es
e

th
in

g
s,

m
a
k
e

su
re

y
o
u

5
2

1
.3

T
ow

ar
d
s
a
T
h
re
a
t
M
o
d
el

1
.3

T
o

w
ar

d
s

a
T

h
re

a
t

M
o

d
el

B
en

efi
ts

an
d

d
ra

w
b
ac

k
s

ar
e

go
o
d

to
th

in
k

ab
ou

t,
b
u
t

ar
e

on
ly

re
al

ly
p
u
t

in
to

co
n
te

x
t

w
h
en

w
e

k
n
ow

m
o
re

a
b

o
u
t

th
e

d
et

a
il
s

o
f

h
ow

th
ey

a
re

im
p

le
m

en
te

d
a
n
d

w
h

a
t

th
re

a
ts

w
e

fa
ce

.
T

h
re

a
t

m
o
d

el
in

g
is

a
p
ro

ce
ss

b
y

w
h
ic

h
p

ot
en

ti
al

th
re

at
s

ca
n

b
e

id
en

ti
fi
ed

,
en

u
m

er
at

ed
,

an
d

p
ri

or
it

iz
ed

.
Y

ou
ca

n
u
se

it
in

al
l

k
in

d
s

of
co

n
te

x
ts

.
W

e
ta

lk
a

lo
t

m
or

e
ab

ou
t

it
in

ou
r

W
D

A
tr

ai
n
in

g
“I

n
fo

se
c

10
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In
fo

rm
at

io
n

S
ec

u
ri

ty
an

d
T

h
re

at
M

o
d
el

in
g”

,
b
u
t

w
e’

ll
go

ov
er

th
e

p
ro

ce
ss

b
ri

efl
y

h
er

e:

1.
H

av
e

y
o
u

r
p

ro
sp

ec
ti

v
e

p
la

n
re

a
d

y.
If

y
o
u

’r
e

n
o
t

su
re

w
h

er
e

to
st

ar
t,

ju
st

p
ic

k
so

m
et

h
in

g.
Y

ou
w

il
l

it
er

at
e

on
it

a
t

th
e

en
d
.

2.
C

o
n

si
d

er
w

h
a
t

it
is

y
o
u

’r
e

tr
y
in

g
to

p
ro

te
ct

.
G

en
er

a
ll

y
w

e’
re

ta
lk

in
g

ab
ou

t
in

fo
rm

at
io

n
w

h
en
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m
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to
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d
io

u
se

,
b
u
t

ev
en

th
at

ca
n
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m

e
fr

om
d
iff

er
en

t
p
la

ce
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is

t
th

em
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t.

3.
L

is
t

yo
u

r
re

as
on

ab
le
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ta

ck
er

s.
It

’s
ea

sy
to

go
d

ow
n

th
e
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b

b
it

h
o
le

w
it

h
st

a
te

a
ct

o
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,
so

lo
o
k

a
t

p
re

v
io

u
s

en
g
a
g
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en
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a
n

d
h
ow

th
ey

’v
e

p
la
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d

ou
t

fo
r

a
b
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in

e.

4.
D
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gr
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ou

t
al

l
th

e
w

ay
s

to
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e
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io
n
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w
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l

b
e

ou
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Y
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n
u
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in
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ke

at
ta
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r

a
m
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e
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p
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h
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b
u
t
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yo

u
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e
n
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m

il
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r
w

it
h
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em

,
ex

p
er

im
en

t
w

it
h

w
h
at

d
ia

gr
a
m

s
w

or
k
s

fo
r

y
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.

5.
A

p
p
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th
e

at
ta

ck
er

s
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in
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e
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ir

d
st

ep
to

th
e

d
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gr
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u
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e.
D

o
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ey
h
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at
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at
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ck
er

s
go
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d

p
ol
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6.
C

o
n

si
d

er
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e
in

h
er

en
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s
to

y
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r
p
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n

.
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y
o
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th
e
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p
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p
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at
e
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r
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e
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it
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b
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at
io

n
s

fo
r

m
or

e
eff

ec
ti

ve
a
ct

io
n
?

5



4.1
T
h
e
E
lectrom

agn
etic

S
p
ectru

m
an

d
R
a
d
io

a
ircra

ft
ra

d
io

.
It

h
a
s

a
lo

t
less

b
a
n
d
w

id
th

ava
ila

b
le,

a
n
d

th
u
s

low
er

fi
d
elity.

A
lm

o
st

a
ll

ra
d
io

a
p
p
lica

tio
n
s

th
ese

d
ay

s
is

F
req

u
en

cy
M

o
d
-

u
la

tio
n

,
a
n

d
fo

r
g
o
o
d

rea
so

n
.

W
e

ca
n

d
efi

n
e

a
s

m
u

ch
b

a
n

d
w

id
th

a
s

w
e

w
a
n
t

fo
r

fi
d

elity
in

F
M

,
a
n

d
w

e
ca

n
b

e
tra

n
sm

ittin
g

a
t

fu
ll

p
ow

er
all

th
e

tim
e.

O
n

ou
r

B
aofen

g
rad

ios,
w

e
can

even
see

if
w

e
are

tran
sm

ittin
g

on
a

“n
arrow

b
an

d
”

as
op

p
osed

to
“w

id
e

b
an

d
”

if
w

e
see

a
n

N
in

th
e

to
p

o
f

o
u

r
d

isp
lay.

M
o
st

ch
a
n

n
els

a
re

n
a
rrow

b
a
n

d
,

b
u

t
w

e
can

also
access

a
w

id
e

or
n
arrow

b
an

d
w

id
th

in
th

e
op

tion
s

m
en

u
.

L
ik

e
lig

h
t,

ra
d

io
w

av
es

ca
n

slig
h
tly

b
en

d
o
r

refl
ect

o
ff

o
f

o
b

jects.
R

a
d

io
w

av
es

a
re

o
ften

m
u

ch
b

etter
a
t

p
a
ssin

g
th

ro
u

g
h

m
o
st

so
lid

o
b

jects
th

a
n

v
isib

le
lig

h
t

is,
b

u
t

th
is

isn
’t

tru
e

fo
r

a
ll

o
b

jects.
F

o
r

o
th

er
p

h
y
sics

rea
so

n
s,

certa
in

freq
u

en
cies

w
o
rk

b
etter

fo
r

p
a
ssin

g
th

rou
gh

item
s

or
refl

ectin
g

off
item

s
th

an
oth

ers.
G

en
erally

sp
eak

in
g,

th
e

h
ig

h
er

th
e

freq
u

en
cy,

th
e

m
o
re

lik
ely

th
e

sig
n

a
l

is
g
o
in

g
to

b
e

b
lo

cked
b
y

d
en

se
ob

jects.

T
h
e

an
alogy

of
ligh

t
also

h
elp

s
ex

p
lain

th
e

p
h
en

om
en

on
of

an
ten

n
a

h
eigh

t.
T

h
e

h
igh

er
an

an
ten

n
a

is,
th

e
b

etter
sign

als
can

reach
p

eop
le

try
in

g
to

listen
in

-
th

e
sa

m
e

w
ay

a
street

lig
h
t

u
p

h
ig

h
is

b
etter

fo
r

illu
m

in
atin

g
an

area
.

T
h
ere

are
th

ree
m

ain
section

s
of

th
e

rad
io

p
ortion

of
th

e
sp

ectru
m

th
at

are
im

p
orta

n
t

for
o
u
r

p
u
rp

oses
h
ere:

H
F

,
V

H
F

,
a
n
d

U
H

F
:

H
F

H
ig

h
F

req
u
en

cy
(b

etw
een

3
a
n

d
3
0

m
eg

a
h

ertz)
sig

n
a
ls

h
av

e
th

e
sp

ecial
ab

ility
to

refl
ect

off
of

a
layer

of
earth

’s
atm

osp
h
ere

(th
e

io
n

o
sp

h
ere)

o
n

th
e

low
en

d
o
f

th
ese

freq
u

en
cies

-
th

is
is

h
ow

h
am

rad
io

can
reach

p
eop

le
on

th
e

oth
er

sid
e

of
th

e
earth

.
H

an
d
h
eld

B
aofen

gs
can

’t
tran

sm
it

on
freq

u
en

cies
th

is
low

,
b
u
t

it’s
im

p
ortan

t
to

n
ote

h
ow

eff
ective

th
ey

can
b

e
h
ere.

C
B

rad
io

is
also

a
form

o
f

H
F

rad
io,

aro
u
n
d

27
m

egah
ertz.

V
H

F
V

ery
H

igh
F

req
u
en

cy
(b

etw
een

30
to

300
m

egah
ertz)

ch
an

n
els

in
clu

d
e

M
U

R
S

,
V

H
F

B
u

sin
ess

B
a
n

d
,

M
a
rin

e
B

a
n

d
,

a
n

d
th

e
1.25

M
an

d
2

M
b
an

d
s.

T
h
ese

w
ork

b
est

ou
td

o
ors

an
d

are
less

51

1
W

h
y
U
se

R
a
d
io
?

7
.

N
ow

iterate
on

it
or

ch
an

ge
u
p

you
r

p
lan

.
C

om
p
are

an
d

con
trast

d
iff

eren
t

p
lan

s
for

a
b

etter
lo

ok
at

h
ow

th
in

gs
cou

ld
p

oten
tially

b
e

d
on

e
d
iff

eren
tly.

O
b
v
io

u
sly

th
is

is
a

v
ery

n
u

a
n

ced
to

p
ic

a
n

d
ca

n
b

e
itera

ted
o
n

en
d
lessly.

F
or

a
m

ore
in

d
ep

th
con

sid
eration

an
d

m
ore

on
attack

tree
d

ia
g
ra

m
m

in
g
,

p
lea

se
co

n
sid

er
ta

k
in

g
th

e
W

o
rk

ers
D

efen
se

A
llia

n
ce

“
In

fo
sec

1
0
1
:

In
fo

rm
a
tio

n
S

ecu
rity

a
n

d
T

h
rea

t
M

o
d

elin
g
”

tra
in

in
g
.

W
ith

th
e

a
b

ility
to

sy
stem

a
tica

lly
a
n

a
ly

se
th

rea
ts,

w
e

h
o
p

e
y
o
u

r
ab

ility
to

p
ick

a
n
d

ex
ecu

te
p
lan

s
keep

s
you

o
n

th
e

righ
t

p
ath

.

1
.4

C
o

m
m

u
n

ica
tio

n
N

etw
o

rk
s

a
n

d
A

ltern
a

tives

N
etw

o
rk

s
a

n
d

B
a

ck
u

p
s

A
s

w
e’ve

seen
,

com
m

u
n
ication

is
a

com
p
lex

p
ro

cess
w

ith
b

en
efi

ts
an

d
d

ow
n

sid
es

to
d

o
in

g
it

in
d

iff
eren

t
w

ay
s.

T
h

e
m

o
st

eff
ectiv

e
fo

rm
s

o
f

com
m

u
n
ication

take
fu

ll
ad

van
tage

of
th

ese
asp

ects
an

d
b
u
ild

on
th

em
in

d
iff

eren
t

w
ay

s.
O

n
e

w
ay

th
at

rad
ios

(an
d

in
p

articu
lar

rad
ios

th
at

can
listen

in
on

m
u
ltip

le
ch

an
n
els

at
on

ce)
can

b
u
ild

on
th

eir
stren

gth
s

is
b
y

u
sin

g
d
iff

eren
t

ch
an

n
els

for
d
iff

eren
t

k
in

d
s

o
f

com
m

u
n
ication

.

B
u

ild
in

g
a

ra
d

io
n

etw
o
rk

o
f

co
m

m
u

n
ica

tio
n

ta
k
es

a
fa

ir
b

it
o
f

p
lan

n
in

g,
an

d
a

d
ash

of
trial

an
d

error.
C

on
sid

er
th

e
d
iff

eren
t

n
eed

s
y
o
u

r
tea

m
s

m
ig

h
t

h
av

e,
th

eir
ov

erla
p

,
a
n

d
h

ow
a
ctiv

e
th

ey
m

ay
o
r

m
ay

n
ot

b
e.

It
is

often
h
elp

fu
l

to
h
ave

on
e

very
large

“action
ch

an
n
el”

for
in

terop
eration

,
an

d
to

keep
ch

atter
an

d
low

-level
com

m
u
n
ication

to
sid

e
ch

a
n
n
els

w
ith

d
u
a
l

w
atch

(see
F

igu
re

2.5).

Y
o
u

m
ig

h
t

a
lso

co
n

sid
er

a
rep

ea
ter

(see
sectio

n
4
.4

)
-

if
n

o
t,

b
e

su
re

y
o
u

r
freq

u
en

cy
isn

’t
g
o
in

g
to

set
o
n

e
o
ff

so
m

ew
h

ere!
C

h
eck

h
ttp

s:/
/w

w
w

.rep
eaterb

o
ok

.com
/

for
a

list
o
f

rep
eaters

in
you

r
area.

N
o
t

ev
ery

a
ctio

n
d
em

a
n

d
s

th
e

sa
m

e
n

etw
o
rk

stru
ctu

re,
a
n

d
it’s

im
p

o
rta

n
t

to
th

in
k

d
eep

ly
a
b

o
u

t
w

h
a
t

m
ig

h
t

m
a
k
e

a
p

la
n

w
o
rk

o
r

n
ot.

H
ow

m
an

y
ch

an
n
els

d
o

you
n
eed

?
D

o
you

h
ave

oth
er

eq
u
ip

m
en

t

6



4
S
el
ec
te
d
A
d
va
n
ce
d
T
op

ic
s

w
h
er

e
th

e
w

av
el

en
gt

h
is

in
m

et
er

s,
an

d
th

e
fr

eq
u
en

cy
is

in
m

eg
ah

er
tz

(o
r

M
H

z)
.

A
s

yo
u

ca
n

se
e

in
F

ig
u
re

4.
1,

th
e

E
le

ct
ro

m
ag

n
et

ic
S
p

ec
tr

u
m

a
ls

o
in

cl
u

d
es

v
is

ib
le

li
g
h
t

(a
t

a
m

u
ch

h
ig

h
er

fr
eq

u
en

cy
th

a
n

ra
d

io
w

av
es

).
F

o
r

m
a
n
y

o
f

u
s,

th
e

a
n

a
lo

g
y

o
f

v
is

ib
le

li
g
h
t

ca
n

w
o
rk

w
el

l
in

d
et

er
m

in
in

g
h

ow
eff

ec
ti

v
e

ra
d

io
tr

a
n

sm
is

si
o
n

s
ca

n
b

e.
W

e
w

il
l

b
e

u
si

n
g

it
h
er

e
to

m
a
ke

so
m

e
si

m
p
le

an
al

og
ie

s.

F
ig

u
re

4
.1

:
T

h
e

E
le

ct
ro

m
ag

n
et

ic
S
p

ec
tr

u
m

T
ra

n
sm

it
ti

n
g

S
ig

n
a

ls

S
o

n
ow

th
at

w
e

k
n
ow

w
h
at

a
ra

d
io

w
av

e
IS

,
le

t’
s

ta
lk

ab
ou

t
h
ow

w
e

u
se

th
em

to
tr

a
n

sm
it

si
g
n

a
ls

.
T

h
er

e
a
re

tw
o

g
en

er
a
l

w
ay

s
th

a
t

w
e

ca
n

u
se

ra
d
io

w
av

es
to

tr
an

sm
it

a
va

ry
in

g
si

gn
al

:
b
y

ei
th

er
m

o
d
if

y
in

g
th

e
a
m

p
li

tu
d

e
o
f

th
e

w
av

e
(A

M
),

o
r

b
y

m
o
d

if
y
in

g
th

e
fr

eq
u

en
cy

o
f

th
e

w
av

e
(F

M
).

T
h

is
is

a
b

o
u

t
eq

u
iv

a
le

n
t

if
w

e
w

er
e

se
n

d
in

g
li

g
h
t

si
gn

al
s

to
va

ry
in

g
ei

th
er

th
e

am
ou

n
t

of
li

gh
t

w
e’

re
p

u
tt

in
g

ou
t

(A
M

)
or

sh
if

ti
n

g
th

e
co

lo
r

of
th

e
li

gh
t

(F
M

)
to

co
rr

es
p

on
d

to
d
iff

er
en

ce
s

in
th

e
a
u
d
io

si
g
n
al

.

A
m

p
li
tu

d
e

M
o
d
u
la

ti
on

is
a
n

ol
d
er

te
ch

n
o
lo

g
y

n
ot

u
se

d
m

u
ch

an
y
-

m
o
re

o
u

ts
id

e
o
f

th
e

tr
a
d

it
io

n
a
l

A
M

ra
d

io
y
o
u

m
ay

k
n

ow
,

a
n

d
fo

r

5
0

1
.4

C
om

m
u
n
ic
at
io
n
N
et
w
or
k
s
an

d
A
lt
er
n
a
ti
v
es

av
ai

la
b
le

li
ke

ve
h
ic

le
s?

D
o

yo
u

h
av

e
en

ou
gh

p
eo

p
le

w
h
o

ca
n

fi
x

th
in

gs
w

h
en

ra
d
io

s
ar

en
’t

w
or

k
in

g
ri

gh
t?

Z
o
o
m

in
g

o
u

t
to

se
e

th
e

b
ig

g
er

p
ic

tu
re

,
w

e
a
ls

o
n

ee
d

to
b

eg
in

th
in

k
in

g
a
b

o
u

t
b

a
ck

u
p

p
la

n
s.

W
e

n
ee

d
to

b
e

re
a
d

y
in

ca
se

th
in

g
s

d
on

’t
go

ou
r

w
ay

on
m

u
lt

ip
le

le
ve

ls
,

as
ac

co
rd

in
g

to
ou

r
th

re
at

m
o
d
el

.
T

h
e

ac
ro

n
y
m

P
A

C
E

p
ro

v
id

es
a

g
o
o
d

fr
a
m

ew
o
rk

:

P
ri

m
ar

y
T

h
is

is
o
u

r
fi

rs
t

ch
o
ic

e
in

co
m

m
u

n
ic

a
ti

o
n

s.
A

g
o
o
d

ex
am

p
le

w
ou

ld
b

e
th

e
in

it
ia

l
ch

an
n

el
se

le
ct

ed
fo

r
co

m
-

m
u
n
ic

at
io

n
s.

A
lt

er
n
at

e
T

h
is

is
w

h
a
t

w
e

d
o

if
th

e
fi

rs
t

p
la

n
is

n
’t

w
o
rk

in
g

o
u
t.

It
is

n
’t

n
ec

es
sa

ri
ly

a
ch

an
ge

in
ap

p
ro

ac
h
,

b
u
t

ra
th

er
an

-
ot

h
er

p
at

h
ar

ou
n
d
.

T
h
is

w
ou

ld
ge

n
er

al
ly

en
ta

il
sh

if
ti

n
g

to
a

d
iff

er
en

t
p
re

d
et

er
m

in
ed

ch
an

n
el

in
ou

r
ca

se
.

C
on

ti
n
ge

n
cy

T
h

is
in

d
ic

a
te

s
th

a
t

so
m

et
h
in

g
m

ig
h
t

b
e

st
ru

ct
u

ra
ll

y
w

ro
n

g
w

it
h

o
u

r
a
p

p
ro

a
ch

.
C

o
n
ti

n
g
en

cy
m

ay
m

ea
n

se
le

ct
in

g
a

d
iff

er
en

t
fr

eq
u

en
cy

b
a
n

d
(V

H
F

to
U

H
F

o
r

v
ic

e
v
er

sa
),

o
r

p
er

h
a
p
s

a
m

ov
e

to
a
sy

n
ch

ro
n
o
u
s

o
r

en
cr

y
p
te

d
co

m
m

u
n
ic

a
ti

on
s.

E
m

er
ge

n
cy

A
n

em
er

ge
n
cy

p
la

n
is

ou
r

la
st

re
so

rt
.

F
or

a
co

m
m

u
n
i-

ca
ti

o
n

n
et

w
o
rk

,
th

is
m

ig
h
t

m
ea

n
ru

n
n

er
s

a
n

d
fa

ce
to

fa
ce

co
m

m
u
n
ic

at
io

n
on

ly
.

L
ik

e
th

re
at

m
o
d
el

in
g,

yo
u

ca
n

ap
p
ly

P
A

C
E

to
al

l
k
in

d
s

of
d
iff

er
en

t
as

p
ec

ts
of

p
la

n
n

in
g.

T
h

e
d

iff
er

en
t

p
la

n
s

yo
u

ch
o
os

e
w

il
l

d
efi

n
it

el
y

b
e

aff
ec

te
d

b
y

yo
u
r

th
re

at
m

o
d
el

,
so

it
’s

im
p

or
ta

n
t

to
ke

ep
th

at
in

m
in

d
.

If
yo

u
ar

e
fu

rt
h
er

in
te

re
st

ed
in

h
ow

d
iff

er
en

t
k
in

d
s

of
co

m
m

u
n
ic

at
io

n
p
la

tf
o
rm

s
ca

n
co

n
n
ec

t
w

it
h

ra
d
io

s,
se

e
o
u
r

a
d
va

n
ce

d
to

p
ic

s
ch

a
p
te

r
in

se
ct

io
n

4
.3

,
w

h
er

e
w

e
g
o

ov
er

h
ow

to
m

a
k
e

th
es

e
p

la
tf

o
rm

s
p
la

y
n
ic

el
y.

7



4
S

elected
A

d
va

n
ced

T
o

p
ics

T
h
is

ch
a
p
ter

is
go

in
g

to
be

a
little

d
iff

eren
t.

It’s
n

o
t

w
ritten

w
ith

th
e

co
m

m
o
n

u
ser

a
s

th
e

in
ten

d
ed

a
u

d
ien

ce,
bu

t
ra

th
er

in
term

ed
ia

te
o
pera

to
rs

in
terested

in
ra

d
io

a
n

d
seekin

g
to

a
d
va

n
ce

th
eir

tech
n

ica
l

kn
o
w

led
ge

a
n

d
skills.

N
o
n

e
o
f

th
ese

to
p
ics

a
re

co
vered

in
pa

rticu
la

r
d
ep

th
,

a
n

d
w

e
w

o
u

ld
expect

a
n

d
en

co
u

ra
ge

in
term

ed
ia

te
rea

d
ers

to
co

n
tin

u
e

th
eir

ed
u

ca
tio

n
elsew

h
ere

a
bo

u
t

th
em

.

If
th

is
d
oesn’t

d
escribe

yo
u

,
feel

free
to

skim
th

is
ch

a
p
ter

o
r

u
se

it
a
s

referen
ce

m
a
teria

l.
D

o
n’t

w
o
rry

if
yo

u
d
o
n’t

u
n

d
ersta

n
d

th
ese

sectio
n

s
-

th
ey

a
re

n
o
t

critica
l

in
fo

rm
a
tio

n
fo

r
m

o
st

u
sers.

4
.1

T
h

e
E

lectro
m

a
g

n
etic

S
p

ectru
m

a
n

d
R

a
d

io

P
h

ysica
l

P
ro

p
erties

S
o

far
in

th
is

b
o
ok

let
w

e
h
ave

avoid
ed

th
e

top
ic

of
electrom

agn
etic

ra-
d
iation

,
b
u
t

th
ere

are
a

few
p
h
y
sics

b
ased

con
cep

ts
th

at
are

im
p

ortan
t

to
u
n
d
erstan

d
to

fi
gu

re
ou

t
h
ow

rad
ios

actu
a
lly

w
ork

.

R
ad

io
w

aves
are

ju
st

th
e

n
am

e
for

on
e

p
art

of
th

e
electrom

agn
etic

sp
ectru

m
:

a
ran

ge
of

freq
u
en

cies,
w

avelen
gth

s,
an

d
en

ergies
of

p
h
oton

s.
A

ll
o
f

th
ese

term
s

a
re

fu
n

d
a
m

en
ta

lly
eq

u
iva

len
t

w
ay

s
o
f

v
iew

in
g

th
e

sam
e

p
rin

cip
les,

b
u
t

in
rad

io
w

e
often

talk
in

freq
u
en

cy
or

w
avelen

gth
of

sign
als.

F
or

ou
r

p
u
rp

oses
(n

ot
ex

act),
w

e
can

d
efi

n
e

th
is

relation
sh

ip
as

E
q
u
ation

4.1
:

w
a
v
elen

g
th

=
300

f
requ

en
cy

(4
.1)

4
9

1
W

h
y
U
se

R
a
d
io
?

A
ltern

a
tives

to
R

a
d

io

F
in

a
lly,

w
e

th
in

k
it’s

im
p

o
rta

n
t

to
to

u
ch

b
riefl

y
o
n

o
th

er
k
in

d
s

o
f

sy
n

ch
ro

n
o
u

s
v
o
ice

co
m

m
u

n
ica

tio
n

s,
w

h
ich

a
ll

b
ro

a
d

ly
fa

ll
u

n
d

er
th

e
ca

teg
o
ry

o
f

V
O

IP
(V

o
ice

O
v
er

In
tern

et
P

ro
to

co
l).

T
h

is
in

clu
d

es
p

ro
g
ra

m
s

lik
e

S
ig

n
a
l,

D
isco

rd
,

M
u

m
b

le,
Z

ello
,

a
n

d
o
th

ers.
T

h
ese

a
ll

h
ave

variou
s

levels
of

accessib
ility,

en
cry

p
tion

,
featu

res,
b
attery

u
sage,

an
d

m
ore

b
etw

een
th

em
.

T
h
e

m
a
in

p
o
in

t
to

n
o
te

is
th

a
t

th
ey

a
ll

g
en

era
lly

req
u
ire

u
se

o
f

a
cell

p
h
on

e,
w

h
ich

is
a

very
im

p
ortan

t
p

oin
t

to
th

reat
m

o
d
el

from
b

oth
a

su
rv

eilla
n

ce
a
n

d
secu

rity
sta

n
d

p
o
in

t.
T

h
e

o
b
v
io

u
s

b
en

efi
t

is
th

a
t

so
lo

n
g

a
s

y
o
u

h
av

e
cell

p
h

o
n

e
in

fra
stru

ctu
re,

y
o
u

ca
n

co
m

m
u

n
ica

te
over

d
istan

ces
th

at
w

ou
ld

req
u
ire

in
cred

ib
le

rad
io

p
ow

er
or

rep
eaters

to
rea

ch
.

T
h

is
m

a
k
es

V
O

IP
a

tem
p

tin
g

p
ro

p
o
sitio

n
fo

r
sco

u
ts

a
n

d
off

site
sign

a
ls

in
telligen

ce,
an

d
rig

h
tfu

lly
so.

If
y
o
u

in
ten

d
to

u
se

a
b

u
rn

er
p

h
o
n

e,
it

is
im

p
o
rta

n
t

to
reco

g
n

ize
h
ow

strict
y
o
u
r

b
eh

av
io

r
m

u
st

b
e

to
sep

a
ra

te
th

e
b
u
rn

er
fro

m
y
o
u
r

rea
l

life.
It

req
u

ires
a

trem
en

d
o
u

s
a
m

o
u

n
t

o
f

d
iscip

lin
e

a
n

d
is

n
o
t

a
p

lu
g

a
n

d
p

lay
so

lu
tio

n
.

T
h

ere
a
re

g
o
o
d

g
u

id
es

a
b

o
u

t
th

is
o
n

lin
e

alrea
d
y,

w
h
ich

w
e

w
ill

lin
k

in
section

5.2
.

L
ike

all
softw

are,
p
ick

in
g

a
p
latform

th
at

is
actively

b
ein

g
d
evelop

ed
an

d
is

op
en

sou
rce

is
alw

ay
s

a
go

o
d

id
ea.

If
you

are
ch

o
osin

g
b

etw
een

a
p

p
s,

it’s
a
lso

im
p

o
rta

n
t

to
eith

er
ch

o
o
se

o
n

e
th

a
t

h
a
s

en
d

-to
-en

d
en

cry
p
tio

n
(su

ch
a
s

S
ig

n
a
l),

o
r

o
n
e

th
a
t

ca
n

b
e

h
o
sted

o
n

a
tru

sted
serv

er
w

ith
T

L
S

en
cry

p
tio

n
(su

ch
a
s

M
u
m

b
le).

D
isco

rd
is

less
th

a
n

id
ea

l,
a
s

it
is

h
o
sted

o
n

a
la

rg
e

cen
tra

l
serv

er
in

rea
lity.

H
ow

ev
er,

D
isco

rd
a
n
d

o
th

er
p
la

tfo
rm

s
m

ay
b

e
u
sefu

l
to

o
ls

fo
r

p
eo

p
le

a
lrea

d
y

fam
ilia

r
w

ith
th

o
se

p
latform

s,
all

d
ep

en
d
in

g
on

you
r

th
reat

m
o
d
el.

Z
ello

h
a
s

m
a
d

e
its

w
ay

in
to

th
e

w
ell-in

ten
tio

n
ed

a
ctiv

ist
w

o
rld

,
b
u
t

p
lea

se
av

o
id

it
a
t

a
ll

co
sts.

T
h
ey

o
p

en
ly

b
ra

g
a
b

o
u
t

th
eir

g
o
o
d

relation
sh

ip
w

ith
law

en
forcem

en
t

an
d

real
tim

e
track

in
g

cap
ab

ilities.
A

ll
co

n
v
ersa

tio
n

s
a
re

a
d

v
ertised

a
s

p
erm

a
n

en
tly

reco
rd

ed
o
n

th
eir

cen
tra

l
serv

er,
w

ith
p

lay
b

a
ck

a
n

d
a
n

a
ly

tics
freely

ava
ila

b
le.

A
g
a
in

,
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3
C
om

m
u
n
ic
at
io
n
S
tr
at
eg
ie
s

so
p
ra

ct
ic

e
w

h
en

yo
u

ca
n
.

R
ea

d
in

g
li
ce

n
se

p
la

te
s

is
a

gr
ea

t
w

ay
to

te
st

yo
u
r

sk
il
ls

.
E

ve
n

ju
st

p
ra

ct
ic

in
g

on
ce

a
d
ay

w
il
l

m
ak

e
a

b
ig

d
iff

er
en

ce
w

h
en

y
ou

n
ee

d
it

.
C

h
a
ra

ct
er

s
b

ey
o
n

d
th

e
st

a
n

d
a
rd

2
6

le
tt

er
s

a
n

d
1
0

n
u

m
er

a
ls

o
f

E
n

gl
is

h
of

te
n

h
av

e
th

ei
r

ow
n

ac
ro

p
h

on
ic

s
sp

ec
ifi

c
to

th
ei

r
re

gi
on

an
d

u
se

ca
se

.
T

h
ey

a
re

la
rg

el
y

n
o
t

a
s

st
a
n

d
a
rd

iz
ed

a
s

th
e

In
te

rn
a
ti

o
n

a
l

S
p

el
li
n
g

A
lp

h
ab

et
.

F
in

a
ll

y,
p

le
a
se

n
o
te

th
a
t

th
er

e
is

o
n

e
a
d
d

it
io

n
a
l

o
ffi

ci
a
l

a
lp

h
a
b

et
y
o
u

m
ay

ru
n

in
to

,
es

p
ec

ia
ll

y
in

th
e

fi
el

d
o
f

cr
y
p

to
g
ra

p
h
y.

T
h

e
P

G
P

w
or

d
li
st

is
an

al
te

rn
at

iv
e

b
io

m
et

ri
c

w
or

d
li
st

fo
r

re
ad

in
g

h
ex

ad
ec

im
al

d
a
ta

o
u

t
lo

u
d

.
If

th
is

is
so

m
et

h
in

g
th

a
t

y
o
u

m
ay

fo
re

se
e

y
o
u

rs
el

f
h

av
in

g
to

re
a
d

ov
er

th
e

ra
d

io
,

p
le

a
se

re
fe

r
to

o
th

er
so

u
rc

es
fo

r
th

e
co

m
p
le

te
li
st

a
s

it
is

51
2

w
or

d
s

lo
n
g.

4
8

1
.4

C
om

m
u
n
ic
at
io
n
N
et
w
or
k
s
an

d
A
lt
er
n
a
ti
v
es

th
is

is
n

’t
ev

en
ju

st
a

th
eo

re
ti

ca
l

p
o
ss

ib
il

it
y

-
th

es
e

a
re

a
d

v
er

ti
se

d
fe

at
u
re

s.
T

h
e

th
eo

re
ti

ca
l

p
os

si
b
il
it

ie
s

a
re

m
u
ch

w
o
rs

e.
T

h
es

e
th

re
a
t

m
o
d

el
in

g
im

p
li

ca
ti

o
n

s
co

u
ld

b
e

d
is

cu
ss

ed
fo

r
p

a
g
es

a
n

d
p

a
g
es

,
b

u
t

w
e’

ll
en

d
w

it
h

th
is

:
it

is
im

p
o
rt

a
n
t

to
th

re
a
t

m
o
d

el
y
o
u

r
co

m
m

u
n

ic
a
ti

o
n

n
et

w
o
rk

,
a
n

d
b

u
il
d

co
m

p
et

en
ce

w
it

h
to

o
ls

b
e-

fo
re

h
an

d
.

T
h
e

b
es

t
n
et

w
or

k
s

d
on

’t
al

l
u
se

on
e

to
ol

fo
r

ev
er

y
th

in
g,

an
d

fi
n
d
in

g
a

go
o
d

b
al

an
ce

b
et

w
ee

n
d
iff

er
en

t
m

ed
iu

m
s

is
ke

y
to

eff
ec

ti
ve

co
m

m
u
n
ic

at
io

n
s.
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3.7
T
h
e
S
p
ellin

g
A
lp
h
a
b
et

3
.7

T
h

e
S

p
ellin

g
A

lp
h

a
b

et

T
h
e

In
tern

ation
al

S
p

ellin
g

A
lp

h
ab

et
(also

k
n
ow

n
as

th
e

IR
S
A

,
N

A
T

O
,

a
n

d
IR

C
O

p
h

o
n

etic
a
lp

h
a
b

ets)
is

th
e

m
o
st

w
id

ely
u

sed
sp

ellin
g

a
lp

h
a
b

et.
It

u
ses

w
o
rd

s
to

su
b

stitu
te

fo
r

E
n

g
lish

letters
(ca

lled
acrop

h
on

ics)
in

ord
er

to
m

ake
sp

ellin
g

th
in

gs
easier,

esp
ecially

w
h

en
clarity

in
tran

sm
ission

m
ig

h
t

b
e

an
issu

e.

T
h

is
a
lp

h
a
b

et
w

a
s

d
esig

n
ed

to
b

e
ea

sily
u
n

d
ersto

o
d

b
y

p
eo

p
le

w
h

o
se

fi
rst

la
n

g
u

a
g
e

is
n

o
t

E
n

g
lish

.
T

h
ese

w
o
rd

s
h

av
e

sp
ecifi

c
p

ro
-

n
u
n
cia

tio
n
s

in
o
rd

er
to

m
a
k
e

th
em

m
o
re

u
n
d
ersta

n
d
a
b
le,

a
n
d

so
m

e
m

ay
seem

“
m

issp
elled

”
in

o
rd

er
to

em
p
h
a
size

th
e

p
ro

n
u
n
cia

tio
n

re-
q
u
ired

.
N

u
m

erals
also

h
ave

sp
ecifi

c
n
on

-stan
d
ard

p
ron

u
n
ciation

s
for

th
is

reason
.

If
y
o
u

ca
n

’t
rem

em
b

er
a

p
a
rticu

la
r

w
o
rd

,
m

a
k
in

g
o
n

e
u

p
o
n

th
e

sp
ot

is
ok

(su
ch

as
b

for
b

oy
),

b
u
t

u
sin

g
th

e
offi

cial
w

ord
en

su
res

th
at

ch
a
ra

cters
a
re

in
terp

reted
co

rrectly.
T

h
e

o
ffi

cia
l

list
is

a
s

fo
llow

s
in

T
ab

le
3.4.

A
A

lfa
H

H
otel

O
O

scar
V

V
ictor

B
B

rav
o

I
In

d
ia

P
P

ap
a

W
W

h
iskey

C
C

h
arlie

J
J
u
liett

Q
Q

u
eb

ec
X

X
-R

ay
D

D
elta

K
K

ilo
R

R
om

eo
Y

Y
an

k
ee

E
E

ch
o

L
L

im
a

S
S
ierra

Z
Z

u
lu

F
F

ox
trot

M
M

ike
T

T
an

g
o

G
G

olf
N

N
ov

em
b

er
U

U
n
ifo

rm

1
W

U
N

4
F

O
-w

er
7

S
E

V
-en

0
Z

E
E

-ro
2

T
O

O
5

F
IF

E
8

A
IT

.
D

ecim
a
l

3
T

R
E

E
6

S
IX

9
N

IN
E

-er

T
ab

le
3.4:

T
h
e

In
tern

atio
n
al

S
p

ellin
g

A
lp

h
a
b

et

A
t

som
e

p
oin

t,
you

w
ill

alm
ost

certain
ly

h
ave

to
u
se

th
is

alp
h
ab

et,

47

2
B

a
sic

R
a

d
io

E
q

u
ip

m
en

t

2
.1

T
ra

n
sceivers

H
a

n
d

h
eld

T
ra

n
sceivers

M
an

y
stores

sell
w

alk
ie-talk

ies
for

ch
eap

,
often

ad
vertised

w
ith

h
y
p

er-
in

fl
ated

ran
ge

estim
ation

s
an

d
th

e
lu

re
of

“p
rivacy

co
d

es”
to

p
rotect

you
r

in
form

ation
(or

ad
vertised

as
som

e
sort

of
ex

tra
ch

an
n
el

eq
u
iva-

len
t).

W
e

g
en

era
lly

d
o
n

’t
reco

m
m

en
d

th
em

,
a
s

th
ese

p
ro

m
ises

o
ften

fa
ll

ex
trem

ely
sh

o
rt.

T
h

e
ra

n
g
e

estim
a
tio

n
s

a
re

th
e

th
eo

retica
l

m
a
x

w
ith

th
e

g
iv

en
p

ow
er

o
u
tp

u
t

a
n

d
a
n
ten

n
a
,

w
h

ich
a
re

b
o
th

sev
erely

lim
ited

in
p

ra
ctice.

“
P

riva
cy

C
o
d

es”
a
re

in
rea

lity
ju

st
a
b

o
u

t
th

e
op

p
osite

of
w

h
at

th
ey

are
ad

vertised
as,

m
ore

like
selective

listen
in

g
d

ev
ices.

A
d
d

ition
ally,

th
ey

are
often

lo
cked

to
on

e
b

an
d

of
th

e
rad

io
sp

ectru
m

(V
H

F
o
r

U
H

F
),

a
n

d
d

o
n

o
t

h
av

e
so

m
e

o
f

th
e

im
p

o
rta

n
t

featu
res

w
e

u
se

su
ch

as
d
u
al

w
atch

.
W

e
d
o

n
ot

recom
m

en
d

p
u
rch

asin
g

or
u
sin

g
off

th
e

sh
elf

w
alk

ie-talk
ies

for
th

ese
reason

s
an

d
m

ore.
(If

you
a
lrea

d
y

h
av

e
th
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d
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b
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d
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ein
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p
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p
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eop
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b
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b
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b
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b
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at
io
n
S
tr
at
eg
ie
s

p
re

v
en

ti
n

g
th

e
sp

re
a
d

o
f

m
is

p
er

ce
p

ti
o
n

s
d

ri
v
en

b
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re
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p
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p
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b
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ra
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ra
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b
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b
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p
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b
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at
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b
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p
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:
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b
a
l

m
a
rk

et
(L

)
in

a
re

d
p
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w
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e
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b
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p
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b
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w
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d
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p
ar

t
of

a
re

gu
la

r
ca

ll
.

S
p

o
t

re
p

o
rt

s
a
re

o
n

e
o
f

th
e

b
es

t
to

o
ls

fo
r

st
o
p

p
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p
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b
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b
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ra
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h
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h
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u
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2.
1:

B
ao

fe
n
g

R
ad

io
s

L
ik

e
m

a
n
y

el
ec

tr
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h
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ra
d
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w
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d
ar

d
on

es
.

T
h

e
offi

ca
l

B
ao

fe
n

g
co

m
p
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d
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d
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p
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p
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o
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k
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g
a

m
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e
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d
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o
ry

.
S

o
le
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o
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a
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w
o
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e

m
o
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p
o
p

u
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r
B

a
o
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n
g
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a
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v
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s
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n
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u
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w
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d
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b
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em
:

U
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T
h

e
U

V
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R
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o
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a
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d
a
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o
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ra
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p
o
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d
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A
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T
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k
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d
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u
n
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w
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b
e
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k
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g
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p
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,
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d
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d
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d
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m
o
d
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S
p
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e
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W
’s
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h
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W
h
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W
h
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,
W

h
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h
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,
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d
W

h
y
)
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con
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m
an

n
er.

T
h

ey
d
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facts
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m

o
p

in
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n
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a
n

d
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e
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r
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e
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o
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g
o
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o
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d
h
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,
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n
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b
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T

h
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w
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b
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d
o

a
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ot
rep
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e
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y
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L
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T
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m
a
n
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p
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p
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o
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it’s
a
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e
g
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u
p

,
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a
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le
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ts.

A
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W

h
a
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a
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d
o
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g
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A
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m
ov

in
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-
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d
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u
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d
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o
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W
h
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n
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a
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ra
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o
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o
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a
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d
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d
m
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d

m
ore.
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n
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h
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ey
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d
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re
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ey
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E
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M
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b
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W
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a
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h
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e
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d
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m
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u
n
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a
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p
o
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n
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w
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o
n
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a
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n
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o
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u
n
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o
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p
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p
h
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p
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b
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’t

ex
actly

in
clu

d
ed

in
th

e
acron

y
m

.
T

h
is

is
b

eca
u

se
w

e
a
re

try
in

g
to

d
istin

g
u

ish
fa

cts
fro

m
o
p
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p
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P
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a
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d
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8
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b
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b
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u
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p
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b
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at
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b
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is

ra
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d
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b
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b
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ra
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b
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w
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Ico
m

,
Y

a
esu

,
a
n

d
K

en
w

o
o
d

a
re

a
ll

fa
n
ta

stic
n

a
m

es
th

a
t

w
ill

serv
e

y
o
u

w
ell,

b
u

t
b

e
aw

a
re

th
a
t

th
ese

12



3
C
om

m
u
n
ic
at
io
n
S
tr
at
eg
ie
s

W
a
te

rf
a
ll

:
P

in
ec

o
n

e
O

n
e

p
le

a
se

m
ee

t
m

e
a
t

th
e

b
ig

p
a
rk

st
at

u
e,

ov
er

P
in

ec
on

e
O

n
e:

W
il
co

,
ov

er

W
a
te

rf
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b
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P
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b
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b
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ro
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d
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b
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d
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d
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b
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b
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.
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n
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p
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p
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u
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d
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h
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p
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p
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p
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p
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h
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p
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p
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p
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d
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a
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p
u

sh
to

n
ea

rl
y

th
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b
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b
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ra
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u
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.
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h
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w
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p
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p
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p
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p
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p
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b
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ra
d
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ra
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p
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n
d
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n
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b
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b
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n
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con
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b
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p
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d
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b
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b
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a
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b
u
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t
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d
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th
e
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b
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to
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b
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b
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a
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d
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in
g

o
r

P
A

L
S

w
eb

b
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d
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.
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b
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.
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b
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receiv
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b
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P
in

ec
on

e
O

n
e,

th
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w
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p
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h
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p
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n
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d
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b
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p
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S
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w
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p
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a
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p
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p
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d
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n
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b
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ra
d
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n
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b
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p
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d
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.
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b
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ra
g
e

p
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b
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d
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a
n

sm
it

ti
n

g
v
er

y
o
ft

en
.

O
n

e
o
f

th
e

a
u

th
o
rs

h
a
s

h
a
d

a
ra

d
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b
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h
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R
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b
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h
b
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h
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n
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ed
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ou
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d
el

.
T

h
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b
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a
n
y

n
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te
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b
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k
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h
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.
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a
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u
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p
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d
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n

d
a
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a
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u
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ra
d
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ri
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g
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p
b
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te
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ta
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u
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b
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h
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d
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R
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b
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h
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l
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.
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ign
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R
esp
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n

se
to
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a
d

io
C

h
eck
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n

sm
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n
sign

a
l
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n
ot
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d
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C
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e

in
C

allin
g
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to
A

sk
in

g
th

e
o
th

er
p

a
rty

to
a
ck

n
ow

led
g
e

th
ey

h
ea

r
th

e
ca

ll
fo

r
th

em
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S
ee
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3.5

for
m

ore.
G

o
A

h
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[Y
ou

r
C

all
S

ign
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R
ea

d
y

to
receiv

e
tra

n
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m
issio

n
.

S
tan

d
-b

y
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-6,
Q

R
X

A
ck

n
ow

led
g
in

g
th

e
o
th

er
p

a
rty,

b
u

t
a
re

u
n

a
b

le
to
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o
n

d
im

m
ed

ia
tely.

A
ffi

rm
ative

Y
es,

C
orrect

S
a
m

e
a
s

“
Y

es”
.

A
v
o
id

“y
u

p
”

or
“n

op
e”

as
th

ey
are

d
iffi

cu
lt
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h
ear.

N
egative

N
o

S
a
m

e
a
s

“
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o
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A
v
o
id

“y
u

p
”

or
“n

op
e”
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th

ey
are

d
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cu
lt
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h
ear.
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erify

4-1
0,

Q
S
L

A
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g
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e-
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receiv
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p
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a

ra
d
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ra
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b
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b
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p
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h
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a
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b
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d
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b
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b
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2
.3

B
a

o
fen

g
B

u
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R
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p
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p
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d
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a
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o
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o
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m
a
n
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d
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d
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h
is

is
th

e
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e
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m
p
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a
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o
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p
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d
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o
u

’ll
b
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e
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P
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o
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m
e
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n

o
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:
T

h
e

p
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er
a
n

d
v
o
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m
e

k
n

o
b
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o
n
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th

e
rad

io,
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n
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7
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F
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B

e
su

re
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r
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volu

m
e
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can
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b
u
t

b
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T
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T
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b
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e
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e
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b
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b
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ra
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ro
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secon
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.
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r
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b
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b
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d
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d
aily

rou
tin

e
w

ill
h
elp

you
p
ractice

it
w

ell
u
n
d
er

d
u
ress.

B
ox

b
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b
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b
reath

in
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cou
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u

re
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rd
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W
h
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s
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p
ro

ced
u

re
w

ord
s

(or
p
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s)
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at
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d
ard
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an
d

for
com

m
u

n
ication
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g
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k
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s
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n
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p
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a
n
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R
a
d
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E
q
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m
en
t

•
M
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i:

P
u

sh
th
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b

u
tton

b
elow

P
T

T
to
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th
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gh
th

e
fl

ash
-

lig
h
t

settin
g
s

-
o
n

,
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b
e,

a
n

d
o
ff

(see
3

in
F

ig
u

re
2
.2

).
Y

o
u
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h
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m
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i
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e

u
n
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w

h
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an

n
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a
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-
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h
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l
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’re
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g
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listen
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w
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C
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P

u
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b
u
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e

P
T

T
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F

M
rad

io
(see

1
in

F
ig

u
re

2
.2

).
A

n
y

F
M

b
ro

a
d

ca
st

w
ill

b
e

in
terru

p
ted

b
y

sig
n

a
ls

o
n

y
o
u

r
freq

u
en

cy.
H

o
ld

ca
ll

to
a
ctiva

te
th

e
a
la

rm
fu

n
ction

.
P

ress
it

ag
ain

to
tu

rn
th

e
alarm

off
.

•
K

ey
p
ad

L
o
ck

:
P

ress
an

d
h
old

th
e

#
key

in
th

e
b

ottom
righ

t
of

th
e

n
u
m

b
er

p
ad

(see
6

in
F

igu
re

2.2)
to

lo
ck

or
u
n
lo

ck
th

e
rad

io.
W

h
ile

y
o
u

r
ra

d
io

is
lo

ck
ed

,
y
o
u

w
o
n
’t

b
e

a
b

le
to

p
ress

a
n
y

o
f

th
e

b
u
tto

n
s

on
th

e
fron

t,
eith

er
accid

en
ta

lly
o
r

on
p
u
rp

ose.

•
C

h
a
n

g
in

g
C

h
a
n

n
els:

U
se

th
e

u
p

a
n

d
d

ow
n

a
rrow

b
u

tto
n

s
a
t

th
e

to
p

o
f

th
e

k
ey

p
a
d

(see
6

in
F

ig
u

re
2
.2

)
to

scro
ll

th
ro

u
g
h

ch
a
n

n
els

w
h

ile
in

ch
a
n

n
el

m
o
d

e.
T

h
is

w
ill

scro
ll

th
ro

u
g
h

th
e

slo
t

n
u

m
b

ers
to

th
e

rig
h
t

o
f

th
e

ch
a
n

n
el’s

n
a
m

e.
Y

o
u

ca
n

a
lso

sk
ip

to
w

h
atever

3
d
igit

slot
n
u
m

b
er

you
w

an
t

w
ith

th
e

key
p
ad

b
y

sta
rtin

g
w

ith
0

o
r

1
.

Y
o
u

ca
n

a
lso

u
se

th
e

k
ey

p
a
d

to
in

p
u
t

freq
u
en

cies
w

h
ile

in
freq

u
en

cy
m

o
d
e.

•
A

/
B

:
T

h
is

b
u

tto
n

(see
6

in
F

ig
u

re
2
.2

)
w

ill
sw

itch
b

etw
een

th
e

u
p

p
er

a
n

d
low

er
ch

a
n

n
el

o
r

freq
u

en
cy

d
isp

lay.
T

h
e

little
trian

gle
w

ill
in

d
icate

w
h
ich

on
e

you
’re

on
.

T
h
is

is
h
an

d
y

if
you

a
re

w
o
rk

in
g

o
n

m
o
re

th
a
n

o
n
e

ch
a
n

n
el,

a
n

d
w

ill
a
llow

y
o
u

to
m

ove
b

etw
een

th
em

easily.

•
M

en
u
:

T
h
is

b
u
tton

w
ill

b
rin

g
you

to
you

r
rad

io’s
op

tion
s

m
en

u
(see

6
in

F
ig

u
re

2
.2

).
S

cro
ll

th
ro

u
g
h

th
e

o
p

tio
n

slo
ts

w
ith

th
e

arrow
s,

or
ju

st
ty

p
e

in
th

e
n
u
m

b
er

w
ith

th
e

key
p
ad

to
go

to
th

at
o
p
tio

n
slo

t
n
u
m

b
er.

P
ressin

g
o
p
tio

n
a
g
a
in

w
ill

g
o

o
n
e

step
in

,
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3
C
om

m
u
n
ic
at
io
n
S
tr
at
eg
ie
s

w
it

h
b
y

th
e

m
ed

ic
al

te
am

.
T

h
ey

n
ee

d
to

b
e

m
ov

ed
to

a
sa

fe
ar

ea
an

d
g
iv

en
sp

a
ce

to
co

ll
ec

t
th

em
se

lv
es

.

C
o
d

e
G

re
y

is
so

rt
of

a
n

eu
tr

al
zo

n
e

b
et

w
ee

n
co

d
es

R
ed

an
d

B
la

ck
,

or
an

ex
te

n
si

on
of

co
d
e

R
ed

d
ee

p
er

in
to

co
d
e

B
la

ck
.

U
n
d
er

ex
tr

em
e

a
m

o
u
n
ts

o
f

st
re

ss
,

a
ct

io
n
s

th
a
t

h
av

e
b

ee
n

p
ra

ct
ic

ed
re

p
ea

te
d
ly

in
to

“m
u
sc

le
m

em
or

y
”

ca
n

p
er

fo
rm

ed
ev

en
as

ot
h
er

m
ot

or
co

n
tr

ol
b

eg
in

s
to

fa
il

.
C

o
n

si
d

er
p

ro
fe

ss
io

n
a
l

a
th

le
te

s,
d

ri
v
er

s,
a
n

d
fi

g
h
te

r
p

il
o
ts

-
th

ey
a
re

a
ll

ex
p

er
ie

n
ce

d
in

G
re

y
zo

n
e

p
er

fo
rm

a
n
ce

.
G

re
y

zo
n
e

ex
te

n
si

o
n

a
n

d
tr

a
in

in
g

is
a

v
er

y
in

te
re

st
in

g
to

p
ic

,
b

u
t

is
la

rg
el

y
b

ey
o
n

d
th

e
sc

o
p

e
o
f

th
is

b
o
o
k
le

t.
W

e
w

il
l

le
av

e
w

it
h

th
is

ta
k
ea

w
ay

:
li

k
e

a
n
y

ot
h
er

sk
il
l,

co
m

m
u
n
ic

at
io

n
m

u
st

b
e

p
ra

ct
ic

ed
to

ke
ep

it
w

or
k
in

g
ri

gh
t.

T
h

e
m

o
re

w
e

ca
n

p
ra

ct
ic

e
in

st
re

ss
fu

l
si

tu
a
ti

o
n

s
-

a
ct

io
n

s,
tr

a
in

in
g
,

o
r

ex
er

ci
se

-
th

e
b

et
te

r
w

e
ca

n
g
et

a
t

st
re

ss
fu

l
co

m
m

u
n
ic

at
io

n
.

D
ec

o
m

p
re

ss
in

g

T
h
e

b
ig

ge
st

p
ro

b
le

m
w

it
h

st
re

ss
at

ac
ti

on
s

u
su

al
ly

is
n
’t

th
e

es
ca

la
ti

on
,

b
u

t
ra

th
er

th
e

d
e-

es
ca

la
ti

o
n

.
W

h
en

p
eo

p
le

sh
o
u

ld
b

e
m

ov
in

g
fr

o
m

co
d
e

R
ed

to
co

d
e

O
ra

n
ge

or
Y

el
lo

w
,

th
ey

ca
n

so
m

et
im

es
ge

t
tr

ap
p

ed
in

co
d

e
R

ed
.

T
h

e
el

ev
at

ed
p

h
y
si

ca
l

re
sp

on
se

an
d

h
y
p

er
fo

cu
s

ca
n

b
e

h
ar

m
fu

l
w

h
en

m
ee

ti
n
g

ch
an

gi
n
g

co
n
d
it

io
n
s

on
th

e
gr

ou
n
d
.

T
h
is

go
es

d
ou

b
le

fo
r

co
m

m
u
n
ic

at
io

n
s

n
ot

m
ad

e
fa

ce
to

fa
ce

.
R

ec
og

n
iz

in
g

yo
u
r

ow
n

co
lo

r
co

d
e

is
on

e
th

in
g,

b
u
t

it
’s

im
p

or
ta

n
t

to
le

ar
n

st
ra

te
gi

es
to

g
et

y
o
u
rs

el
f

o
n

th
e

sa
m

e
p
ag

e
as

ot
h
er

s.

E
ve

ry
on

e
w

il
l

h
av

e
to

fi
n
d

st
ra

te
gi

es
th

at
w

or
k

fo
r

th
em

se
lv

es
,

b
u
t

o
n

e
si

m
p

le
m

et
h

o
d

fo
r

d
ec

o
m

p
re

ss
in

g
is

co
n
tr

o
ll

ed
b

re
a
th

in
g
.

W
e

re
co

m
m

en
d

b
ox

b
re

a
th

in
g

-
a

te
ch

n
iq

u
e

th
a
t

w
a
s

a
d
a
p
te

d
fr

o
m

th
e

y
o
g
ic

tr
a
d

it
io

n
.

It
h

el
p

s
y
o
u

r
b

o
d

y
sy

n
ch

ro
n

iz
e

w
it

h
y
o
u

r
m

en
ta

l
st

a
te

an
d

b
ri

n
g

yo
u

b
ac

k
in

to
y
ou

r
su

rr
ou

n
d
in

gs
.

1.
In

h
al

e
fo

r
4

se
co

n
d
s

th
ro

u
gh

th
e

n
o
se

.

2.
H

ol
d

fo
r

4
se

co
n
d
s.

3
6

2.
3

B
a
of
en

g
B
u
tt
on

s
a
n
d
S
et
ti
n
g
s

a
ll
ow

in
g

y
o
u

to
m

a
n
ip

u
la

te
th

a
t

o
p
ti

o
n
,

a
n
d

p
re

ss
in

g
it

a
g
a
in

w
il
l

co
n
fi
rm

yo
u
r

ch
o
ic

e.

•
D

u
a
l

W
a
tc

h
:

T
h

is
se

tt
in

g
w

il
l

a
ll

ow
y
o
u

r
ra

d
io

to
w

a
tc

h
fo

r
ca

ll
s

o
n

b
o
th

y
o
u

r
A

a
n

d
B

d
is

p
la

y
s

b
y

co
n

st
a
n
tl

y
sc

a
n

n
in

g
th

em
.

Y
o
u

ca
n

tu
rn

th
is

o
n

b
y

p
re

ss
in

g
th

e
m

en
u

b
u
tt

o
n

a
n
d

m
ov

in
g

to
op

ti
on

7
(T

D
R

),
p
re

ss
in

g
m

en
u

ag
ai

n
to

ge
t

in
to

th
e

se
le

ct
io

n
,

an
d

m
en

u
on

ce
m

or
e

to
co

n
fi
rm

yo
u
r

ch
oi

ce
.

P
re

ss
in

g
ex

it
w

il
l

ca
n
ce

l
yo

u
r

ch
oi

ce
.

–
B

y
d
ef

a
u
lt

th
is

w
il
l

a
ls

o
ch

a
n
g
e

y
o
u
r

tr
a
n
sm

it
d
is

p
la

y
to

w
h
at

ev
er

d
is

p
la

y
yo

u
la

st
re

ce
iv

ed
a

tr
an

sm
is

si
on

on
.

Y
ou

ca
n

ch
a
n

g
e

th
is

b
y

g
o
in

g
to

o
p

ti
o
n

3
4

(T
D

R
A

B
)

in
th

e
m

en
u

a
n

d
se

tt
in

g
it

to
A

o
r

B
-

th
is

w
il

l
g
iv

e
p

ri
o
ri

ty
to

th
e

se
le

ct
ed

d
is

p
la

y
w

h
en

tw
o

tr
a
n

sm
is

si
o
n

s
a
re

co
m

in
g

in
,

a
n
d

k
ee

p
y
o
u
r

tr
a
n
sm

is
si

o
n

d
is

p
la

y
o
n

w
h
ic

h
ev

er
o
n
e

yo
u

h
av

e
se

le
ct

ed
w

it
h

yo
u
r

A
/B

b
u
tt

on
.

C
on

si
d
er

w
h
ic

h
d
is

p
la

y
is

m
or

e
im

p
or

ta
n
t.

•
C

h
a
n

n
el

/
F

re
q
u

en
cy

M
o
d

e:
T

h
e

re
d

V
F

O
/
M

R
b

u
tt

o
n

ri
g
h
t

b
el

ow
th

e
le

ft
si

d
e

of
th

e
sc

re
en

(s
ee

4
in

F
ig

u
re

2.
2)

w
il
l

ch
an

ge
yo

u
r

ra
d
io

b
et

w
ee

n
ch

an
n
el

m
o
d
e

(w
h
er

e
yo

u
ca

n
sc

ro
ll

th
ro

u
gh

p
re

-p
ro

g
ra

m
m

ed
ch

a
n

n
el

s)
,

a
n

d
fr

eq
u

en
cy

m
o
d

e
(w

h
er

e
y
o
u

ca
n

m
an

u
al

ly
se

t
th

e
fr

eq
u
en

cy
).

W
e

re
co

m
m

en
d

ch
an

n
el

m
o
d
e

if
yo

u
h
av

e
ch

a
n
n
el

s
p
ro

gr
am

m
ed

.

•
S
ca

n
:

H
ol

d
in

g
d
ow

n
th

e
*

ke
y

(s
ee

6
in

F
ig

u
re

2.
2)

w
il
l

ac
ti

va
te

sc
a
n

n
in

g
m

o
d

e.
T

h
is

se
a
rc

h
es

th
ro

u
g
h

th
e

ch
a
n

n
el

s,
lo

o
k
in

g
fo

r
a

si
gn

al
.

W
h
en

it
fi

n
d

s
on

e,
it

w
il

l
st

ay
on

th
at

ch
an

n
el

fo
r

a
w

h
il
e

b
ef

or
e

m
ov

in
g

on
.

If
yo

u
w

is
h

to
st

ay
on

th
at

ch
an

n
el

,
p
re

ss
th

e
*

ke
y

ag
ai

n
to

st
op

sc
a
n
n
in

g
m

o
d
e.

•
S
q
u
el

ch
:

T
h
is

w
il
l

ad
ju

st
h
ow

st
ro

n
g

a
si

gn
al

yo
u
r

ra
d
io

n
ee

d
s

to
re

ce
iv

e
to

p
la

y
it

th
ro

u
g
h

y
o
u

r
sp

ea
k
er

.
Y

o
u

ca
n

a
cc

es
s

it
fr

om
th

e
m

en
u

at
op

ti
on

0.
A

lo
w

er
n
u
m

b
er

m
ea

n
s

yo
u
r

ra
d
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3.3
C
olor

C
o
d
es

a
n
d
S
tress

is
w

h
ere

you
are.

C
alm

com
m

u
n
ication

m
ay

b
e

d
iffi

cu
lt

at
co

d
e

R
ed

,
an

d
it

m
ay

b
e

tem
p
tin

g
to

p
u
ll

oth
ers

n
ot

in
you

r
situ

ation
in

to
co

d
e

R
ed

w
ith

you
.

W
h
en

sp
eak

in
g

over
th

e
rad

io:

•
S
p

eak
slow

ly
an

d
d
o

n
o
t

sh
ou

t.

•
D

o
n

o
t

b
a
rk

o
rd

ers
o
r

sp
ea

k
fo

r
o
th

ers.
R

eca
ll

y
o
u

r
th

rea
t

m
o
d
el

an
d

stick
to

it.

•
U

se
ca

llin
g

(see
sectio

n
3
.5

).
R

em
em

b
er

to
u

se
em

erg
en

cy
p
ro

ced
u
re

w
o
rd

s
(see

T
ab

le
3.3)

if
you

n
eed

th
em

.

•
G

iv
e

fu
ll

sp
o
t

rep
o
rts

(see
sectio

n
3
.6

)
in

stea
d

o
f

in
co

m
p

lete
in

form
ation

.

•
M

ost
im

p
ortan

tly,
con

vey
facts:

d
o

n
ot

ju
m

p
to

con
clu

sion
s

or
read

in
to

in
ten

tion
s.

A
n

ou
n
ce

of
p
reven

tion
is

w
orth

a
p

ou
n

d
of

cu
re

h
ere:

settin
g

an
d

keep
in

g
n
orm

s
for

com
m

u
n
ication

h
elp

p
reven

t
th

ese
p
rob

lem
s

b
efore

th
ey

even
start.

If
w

e
alw

ay
s

p
ractice

go
o
d

com
m

u
n

ication
it

w
ill

b
e

refl
ex

ive
w

h
en

it
is

m
ost

critical.

G
rey

a
n

d
B

la
ck

T
h
ere

are
tw

o
m

ore
color

co
d
es

th
at

w
e

sh
ou

ld
b

e
aw

are
of

-
th

at
of

G
rey

an
d

B
lack

.
B

etw
een

th
e

tw
o

of
th

em
,

B
lack

is
th

e
m

ore
severe,

b
u
t

w
e

w
ill

d
escrib

e
it

fi
rst

h
ere

b
efo

re
ex

p
lain

in
g

G
rey.

C
o
d
e

B
lack

is
a

b
reak

d
ow

n
of

cogn
itive

p
ro

cessin
g.

E
x
trem

e
h
eart

rates,
erratic

b
eh

av
ior,

b
ab

b
lin

g,
loss

of
m

otor
con

trol,
an

d
m

ore
are

co
m

m
o
n

ly
seen

a
s

resp
o
n

ses
in

th
is

sta
te.

T
h

ere
a
re

p
h
y
sio

lo
g
ica

l
reason

s
for

th
is,

b
u
t

th
e

b
ottom

lin
e

is
th

is:
if

som
eon

e
at

an
action

reach
es

co
d
e

B
lack

,
th

is
is

a
m

ed
ical

em
ergen

cy
th

at
n
eed

s
to

b
e

d
ealt

35

2
B
asic

R
a
d
io

E
q
u
ip
m
en
t

w
ill

b
etter

catch
w

eak
sign

als,
b
u
t

you
w

ill
also

h
ear
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p
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h
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w
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w
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p
h
y
si

ol
og

ic
al

ch
an

ge
s

-
ac

ti
ve

ly
p

ay
in

g
at

te
n
ti

on
to

yo
u
r

su
rr

ou
n
d
in

gs
d
o
es

n
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n
d
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at
ch

in
g

fo
r

ch
an

ge
s

in
yo

u
r

en
v
ir

on
m

en
t

th
at

m
ig

h
t

p
re

se
n
t

a
d
an

ge
r

fo
r

yo
u

or
ot

h
er

s.
T

h
is

is
p
ro

b
ab

ly
go

in
g

to
b
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p
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p
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p
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d
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p
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w
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n
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w
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n
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h
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b
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p
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p
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b
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b
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p
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